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ANNEX

PROPOSED ACTIONS FOR MEMBER STATES,
THE SECRETARIAT AND PARTNERS FOR IMPLEMENTING
THE GLOBAL STRATEGY ON DIGITAL HEALTH




STRATEGIC OBJECTIVE 1: PROMOTE GLOBAL COLLABORATION AND ADVANCE THE TRANSFER OF KNOWLEDGE ON DIGITAL HEALTH

Proposed Actions

Proposed actions
by Member States

Proposed actions
by the Secretariat

Short-term (1-2 years)

Promote and participate in collaborations .
and partnerships for sustainability of digital
health to accelerate adoption.

Identify and share information about gaps,
priorities and resources needed for research .
in digital health.

Establish dedicated bodies and governance
mechanisms to prioritize and implement

digital health at national level including in .
times of emergency.

Participate in multistakeholder groups

convened by the WHO Secretariat to support
scaling up of digital health and innovation at
national level. 0

Conduct a stakeholder analysis and identify
suitable actions to engage each group
contextualized to different public health
situations including preparedness and
response.

Analyse the landscape of digital health .
networks and partnerships (including
participants, principles, goals and activities)

at national, regional and global levels to

promote and participate in collaborations

and partnerships to promote successful .
global digital health transformation.

Medium-term (2-4 years)

Establish centres of excellence or innovation
hubs to assess and promote digital health
solutions that are aligned with country-
defined needs.

Participate in regional and global dedicated
bodies and governance mechanisms to
contribute to the efforts in prioritizing digital
health.

Establish an appropriate and sustainable
digital health ecosystem driven by sound
common principles contextualized to public
health priorities and needs including with
reference to emergencies.

Ensure information sharing for measuring
national digital health maturity level
(including information on digital health
infrastructure, knowledge, technologies
and use, etc.) in progress towards universal
health coverage, healthier populations and
emergencies targets of the Sustainable
Development Goals and WHO's Thirteenth
General Programme of Work, 2019-2023.

Establish mechanisms for joint action on
agreed-upon appropriate use of digital
health tools to achieve global, regional and
national health goals.

Support the development of a global digital
health research agenda.

Long-term (4-6 years)

Facilitate joint learning through communities
of practice and curriculum-based training
initiatives to enhance country capacity on
digital health.

Foster intersectoral and integrated
engagement in digital health development
across government, and expand support
on adopting and managing digital health
solutions.

Establish a knowledge management
approach for sharing and emphasizing

the role of digital health investments on
catalysing the achievement of national
health priorities, universal health coverage,
Sustainable Development Goals and WHO's
Thirteenth General Programme of Work,
2019-2023.



STRATEGIC OBJECTIVE 1: PROMOTE GLOBAL COLLABORATION AND ADVANCE THE TRANSFER OF KNOWLEDGE ON DIGITAL HEALTH

Proposed Actions

Short-term (1-2 years)

Provide policy dialogue platform and
technical support to countries to enable
prioritization of digital health at national
level.

Convene or participate in multistakeholder
groups to support scaling up of digital health
and innovation contextualized to public
health priorities and needs including being
prepared in times of emergency.

Participate in the multistakeholder digital
inclusion coalition convened by the UN
Secretary General.

Develop a knowledge repository of
stakeholders and digital health solutions to
support Member States.

Develop capacity-building methodologies,
tools and training materials to help Member
States to identify, systematize and share
good practices and lessons learned on
digital health.

Promote health innovations where
appropriate including cutting-edge digital
technologies, such as the use of artificial
intelligence, blockchain and big data
analytics, and other emerging techniques
and solutions in the health sector.

Establish standards to facilitate networking
and partnerships that can be adapted at
national, regional and global levels based

Medium-term (2-4 years)

Gather, map and share globally digital health
business cases and facilitate exchange of
lessons learned between countries and
portfolios.

Promote digital health collaborations and
partnership models within and across
organizations on the use of software global
goods, open-standards, and common digital
health architecture.

Provide policy dialogue platforms and
technical support to countries to enable
prioritization of digital health at regional and
global levels.

Convene multistakeholder groups and
explore new modes of cooperation to
support the scaling up of digital health and
innovation.

Review annually the global agenda for action
to build the future of the digital health and
information and communications technology
workforce; and the digital capacity of the
health workforce.

Manage or engage in partnerships that serve
public health system objectives.

Long-term (4-6 years)

Document and share digital health global
repository of knowledge and propose
interventions to enhance the impact of
digital health technologies towards universal
health coverage, Sustainable Development
Goals and WHQ's Thirteenth General
Programme of Work, 2019-2023.

Define comparative metrics and develop
benchmarking tools and assessment
frameworks for digital health solutions,
goods and innovations, and the health
content specific to program areas and
use cases.

Address and develop strategies to
incorporate lessons learned and to

mitigate shared challenges in ethics, legal
frameworks and governance in digital health
including data privacy and sharing and
ensuring safety and protection of individuals
within the digital health environment.



STRATEGIC OBJECTIVE 1: PROMOTE GLOBAL COLLABORATION AND ADVANCE THE TRANSFER OF KNOWLEDGE ON DIGITAL HEALTH

Proposed Actions

Proposed actions
by partners

Short-term (1-2 years)

on different levels of cooperation (level
1:exchange of knowledge; level 2: exchange
of resources; level 3: exchange of data).

Classify the different tools and technologies
included in the digital health ecosystem, and
develop ways to assess and monitor their
efficacy.

Develop, promote and support the adoption
of technical documents and guidelines,
ethical and legal frameworks, and planning
and implementation toolKkits.

Collaborate with countries and the
Secretariat to support digital health
transformation being prioritized at national,
regional and global levels.

Participate in collaborations and
partnerships for sustainability and

acceleration of digital health transformation.

Develop capacity-building to help Member
States to identify, systematize and share
good practices and lessons learned on
digital health.

Promote collaborations and partnership
models within and across organizations on
digital health initiatives including on the
use of software global goods, open-source
standards and common architecture for
digital health.

Medium-term (2-4 years)

Manage or engage in partnerships that serve
public health system objectives (including
interoperability and standards, coordinated
investment, and secondary use of

health data).

Establish a knowledge-management
approach for sharing and emphasizing

the role of digital health investments in
catalysing the achievement of national
health priorities, universal health coverage,
Sustainable Development Goals and WHO's
Thirteenth General Programme of Work,
2019-2023.

Long-term (4-6 years)

Promote centres of excellence or innovation
hubs to assess and implement digital health
solutions that are aligned with country-
defined needs and health related Sustainable
Development Goals.



STRATEGIC OBJECTIVE 2: ADVANCE IMPLEMENTATION OF NATIONAL DIGITAL HEALTH STRATEGIES

Proposed Actions

Proposed actions
by Member States

Short-term (1-2 years)

Conduct a stakeholder analysis and
identifying suitable actions to engage each
group contextualised to different public
health situations including preparedness and
response.

Conduct a comprehensive assessment of
the existing hardware and connectivity
landscape in order to identify infrastructural
needs and solutions to drive digitalization.

Establish well-informed and effective
national coordination mechanisms for
governance of digital health.

Develop (or ensure in place) a national
digital health strategy or equivalent strategic
framework.

Prioritize national investment in digital
health in support of primary health care and
universal health coverage.

Involve stakeholders in the planning and
implementation of digital health, including
professional associations, patient and family
organizations. Promote engagement with
communities, health-care workers and those
in other sectors by identifying (1) champions
to help take advantage of and promote
digital initiatives, and (2) central and cross-
sectoral governance mechanisms for health-
related innovations.

Expand the digital health workforce and

Medium-term (2-4 years)

Mobilize adequate funding to support
the cost of acquisition or licensing,
implementation and maintenance of
necessary hardware infrastructure,
software, workforce capacity building and
other technical resources required.

Develop and/or adapt a set of open health
data standards to be used in digital health
interventions, with a compliance and
enforcement mechanism.

Enhance awareness of emerging or cutting-
edge digital health technologies and assess
applicability and use of these technologies.

Promote national scientific, professional and
patient associations as active participants in
the national digital health development.

Long-term (4-6 years)

Monitor the performance and progress of
digital health by adapting or using available
tools or maturity model, including tools
and training materials, on the status of
development and implementation progress
of the digital health strategy. Support the
development and implementation of a
resilient national digital health architecture
blueprint, using known enterprise
architecture framework or methodology.

Establish and implement policies regarding
practice, payment and accreditation for
delivering integrated health services
powered by digital solutions.



STRATEGIC OBJECTIVE 2: ADVANCE IMPLEMENTATION OF NATIONAL DIGITAL HEALTH STRATEGIES

Proposed Actions

Proposed actions
by the Secretariat

Short-term (1-2 years)

promote capacity-building to develop,
update and implement national strategies
and investment plans for digital health.

Implement management procedures
for programmes, risks and change
management.

Review, develop, and/or revise specific

laws and policies, if necessary, with respect
to data privacy, security, confidentiality,
standardization, exchange, accessibility and
interoperability.

Share good practices and lessons learned
with other countries and the international
community, through existing or new regional
and global networks.

Provide support to countries in developing
(or ensuring) a national digital health
strategy or equivalent strategic framework.

Provide support to countries for prioritizing
national investment in digital health in
support of primary health care and universal
health coverage.

Identify and engage with relevant
stakeholders, regulatory bodies and regional
eHealth/digital health networks to support
the implementation of digital health
transformation at national or regional level.

Support capacity-building to develop, update

Medium-term (2-4 years)

Facilitate dialogue to engage Member States
and stakeholders to obtain sustainable
national political, social and economic
commitment and mandate for digital

health through appropriate national and
subnational policies, procedures, and
legislation that governs digital health.

Advocate digital health architectural
blueprints or road maps, adoption and
use of open-source standards and reuse
of shared assets or services and systems
including interoperability standards.

Facilitate the use of organizations involved
in standards development and partner
agencies to advance the use of appropriate

Long-term (4-6 years)

Share good practices and lessons learned
with countries and international community,
through WHO regional offices, existing and
existing regional and global digital health
networks.

Support countries to build trust in the use

of emerging and existing digital health
technologies by ensuring placing importance
on quality, safety and ethical considerations.

Establish a digital platform that allows
ministries of health to review and access
digital health solutions that can best
support public health interventions in the
context of health system strengthening,



STRATEGIC OBJECTIVE 2: ADVANCE IMPLEMENTATION OF NATIONAL DIGITAL HEALTH STRATEGIES

Proposed Actions

Proposed actions
by partners

Short-term (1-2 years)

and implement national strategies and
investment plans for digital health.

Develop or adapt a maturity model,
investment prioritization including tools
and training materials, on the status of
development and implementation progress
of digital health strategies that can be

adapted at local, regional and national levels.

Develop tools for impact assessment
that can measure the effectiveness of the
interventions using digital health.

Medium-term (2-4 years)

standards to ensure interoperability between
systems and across domains.

Develop a template business case for
investments in digital health for Member
States.

Develop a library of proven digital health
solutions.

Develop relevant norms and standards

on digital competencies through WHO's
programme on health workforce capacity-
building. This will include using partnerships
with collaborating centres and affiliated
professional associations to strengthen the
role of health workers in providing cost-
effective, efficient and safe health services
through digital means as appropriate.

Long-term (4-6 years)

health emergency response and healthy
populations.

Integrate the template business case in the
Dynamic Digital Maturity Model.

Collaborate with WHO to provide support to countries in developing (or ensure in place) a national digital health strategy or equivalent strategic framework.

Collaborate with WHO to provide support to countries to enabling prioritizing national investment in digital health in support of primary health care

and universal health coverage.

Ensure end-user communities and beneficiary populations are adequately engaged in the design, development, deployment, scale-up and

sustainability phases.

Promote sustainable financing models in support of digital health development, implementation, integration into health systems and maintenance.

Collaborate with WHO to develop innovative technical tools to effectively monitor and accelerate implementation of national and global strategy on

digital health.

Collaborate with WHO to ensure digital health transformation happening in various development context and at various levels, accelerating the
achievement of health-related Sustainable Development Goals.



STRATEGIC OBJECTIVE 3: STRENGTHEN GOVERNANCE OF DIGITAL HEALTH AT GLOBAL, REGIONAL AND NATIONAL LEVELS

Proposed Actions

Proposed actions
by Member States

Short-term (1-2 years)

Analyse and document national start-ups
working on innovative solutions to identify
those that may have a sustainable impact on
health and well-being.

Develop an implementation plan for digital
health technologies in the context of health
system strengthening, health emergency
response and healthy populations.

Ensure the capacity of training institutions
to establish and/or expand digital

health literacy, provide life-long learning
opportunities for digital health, and to have
such digital health programmes properly
accredited by the relevant authorities.

Medium-term (2-4 years)

Develop research and promote capacity-
building for governments, policy-makers,
practitioners and the public in general to
take informed decisions, generate trust and
support digital health investments.

Establish and develop capacity in using
artificial intelligence and digital health
medical devices under WHO's regulating,
benchmarking or certifying frameworks.

Establish national data governance
mechanisms, in accordance with the
development of regulatory framework at
global level.

Develop capacity, according to country-
specific contexts, in planning for and using
digital hospitals and digital therapeutics,
location-based services, infodemic
management during routine and emergency
health service delivery.

Participate in global interoperability
standards-setting processes for digital
health led by WHO and comply with these
standards.

Analyse digital health ecosystem and
propose concrete policy actions to
advance the achievement of the targets of
universal health coverage, the Sustainable
Development Goals and WHO's Thirteenth
General Programme of Work, 2019-2023
using digital health technologies.

Long-term (4-6 years)

Develop target-product profiles and priority
characteristics for digital health applications
especially relevant to the needs of low-
resource settings; define challenges and
draw a road map for increased access to
those products.

Invest in and maximize the opportunities
made available by digital health technologies
to strengthen capacity building of health
workers in primary health care and public
health emergency response.



STRATEGIC OBJECTIVE 3: STRENGTHEN GOVERNANCE OF DIGITAL HEALTH AT GLOBAL, REGIONAL AND NATIONAL LEVELS

Proposed Actions

Proposed actions
by the Secretariat

Short-term (1-2 years)

Establish criteria for assessing the relevance o
and impact of digital health solutions, for
example including priority characteristics
relevant to low-resource settings. o

Facilitate the use of global technology
registries for digital technologies and
projects at country and global levels that
support the unique registration, monitoring
and coordination of digital investments (for
example, WHO's Digital Health Atlas).

Develop evidence-based technical U
documents on different topics related to

digital health, such as cost-effectiveness,
sustainability and affordability, ethical

use, privacy and security, and safety in the
context of health system strengthening,

health emergency response and healthy o
wellbeing.

Use inputs from experts (for example, the
members of WHO's technical advisory group
on digital health) to develop or update

the pipeline of technical documents (for
instance, handbooks, toolkits and guidelines)
on digital health interventions to improve
health and well-being.

Assess and promote innovative solutions that
can have an effective impact in the future of
health and well-being.

Medium-term (2-4 years)

Develop a WHO framework for assessing and
regulating digital health technologies.

Develop regulatory framework on
international health data, to agree on global
appropriate use of health data, and to
outline principles of equitable data-sharing
principles for research, consistent metadata
and definitions, artificial intelligence and
data analytics; primary and secondary use of
data.

Promote exchange of best practices, good
governance, infrastructure architecture,
programme management, and use of
standards to promote interoperability for
digital health.

Develop guidance on new areas being
enabled by digital health technologies such
as digital hospitals, digital therapeutics,
personalized medicine, location-based
services, infodemic management.

Designate and use WHO collaborating
centres on digital health to advise, support
activities and facilitate knowledge exchange
and learning within and between countries.

Produce guidance on ground breaking
health system processes and practices

supported by digital technologies.

Identify mechanisms to ensure the rapid

Long-term (4-6 years)

Track advancements across the global digital
health ecosystem and propose concrete
policy actions to advance progress towards
the achievement of the targets of the
Sustainable Development Goals using digital
health.

Develop research and promote capacity-
building to enable Member States and other
stakeholders to take informed decisions

in order to support sound digital health
investments for health system strengthening
and emergency response.

Translate collected information into
actionable knowledge tailored to countries
and partners to support acceleration of
systematic and transparent translation

of evidence to inform policy and national
decision-making.

Develop a framework for regulating,
benchmarking or certifying artificial
intelligence and digital health medical
devices, and support countries to develop
capacities to use such frameworks.



STRATEGIC OBJECTIVE 3: STRENGTHEN GOVERNANCE OF DIGITAL HEALTH AT GLOBAL, REGIONAL AND NATIONAL LEVELS

Proposed Actions

Proposed actions
by partners

Short-term (1-2 years)

Support and contribute to good governance
of digital health, adherence to national
policies and programmes, and compliance
and use of standards required.

Support the Secretariat in establishing
international health data regulation, a
framework for regulating, benchmarking or
certifying artificial intelligence and digital
health medical devices.

Support the Secretariat in the development
of a guideline on global interoperability
standards for digital health.

Support the Secretariat to provide surge
training capacity in response to acute public
health events.

Medium-term (2-4 years)

deployment of surge capacity in response to
an acute public health event.

Develop a guideline on global
interoperability standards for digital health.

Develop research on cutting-edge health
technologies and share the evaluation
results of the implementation of digital
health interventions.

Support the Secretariat in the development
of global guidance on planning,
development and use of digital hospitals
and digital therapeutics, with partners’
expertise during routine and emergency
health service delivery.

Long-term (4-6 years)

Support practices and innovations that
deliver positive health outcomes and
enhance overall quality of health care
delivery aligned with the Sustainable
Development Goals.



STRATEGIC OBJECTIVE 4: ADVOCATE PEOPLE-CENTRED HEALTH SYSTEMS THAT ARE ENABLED BY DIGITAL HEALTH

Proposed Actions

Proposed actions
by Member States

Proposed actions
by the Secretariat

Short-term (1-2 years)

Prioritize literacy through an accessible tool
that enables understanding digital health
technologies and systems.

Engage with professional organizations,
patient associations and civil society
organizations as active participants in digital
health development and innovations.

Strengthen public trust in digital health
technologies and review the different
education and training programmes on
digital health by institution, level of degree,
specialty and cost, and analyse current
trends at the national level.

Promote the use of population health
management and gender-equality
approaches through digital health
applications to move health and well-
being from reactive care models to active
community-based models.

Disseminate best practices for engaging
professional and patients’ associations,
which are active participants in digital health
development and the implementation of the
global strategy on digital health.

Provide support to countries for accessible
tools to enable literacy in digital health

technologies and systems.

Develop a framework allowing individual

Medium-term (2-4 years)

Develop a digitally capable and gender-
balanced health workforce.

Ensure competencies on digital health

are included in the education and training
curricula of all health professionals and allied
workers, and at all levels of formal education
and informal training.

Developing population health management
approaches through digital health solutions
that move health and well-being from
reactive care models to active community-
based models.

Promote digital health interventions while
addressing social determinants of health.

Support Member States and stakeholders
to use person-centric, digital health devices
and systems to enhance health workforce
performance and facilitate evidence-based
decision to improve public trust in using
digital health technologies inside or outside
the context of a public health emergency.

Long-term (4-6 years)

Develop capacity to allow individual feedback
for validating the performance of digital
health tools and services under a framework
led by WHO.

Ensure electronic patient health records are
established.

Foster digital health literacy at population
level and raise awareness of patients’ rights
and the concept of dynamic consent.

Ensure digital health solutions are informed
by the social determinants of health.

Develop capacity in personalized medicine.

Synthesize national research and
disseminate evidence on the contributions
of digital health interventions to the
performance of health systems and their
impact on people’s health and well-being.

Provide support to countries to enable
countries meeting global minimum
standards for electronic patient health
records.

Provide support to countries in capacity-
building in utilizing personalized medicine.

Develop and promote the use of tools that
support the digitalization of integrated



STRATEGIC OBJECTIVE 4: ADVOCATE PEOPLE-CENTRED HEALTH SYSTEMS THAT ARE ENABLED BY DIGITAL HEALTH

Proposed Actions

Proposed actions
by partners

Short-term (1-2 years)

feedback for validating the performance of
digital health tools and services.

Develop global minimum standards for
electronic health records.

Develop global guidance on personalized
medicine.

Develop an ethics framework for
technologies for health, to support countries
in strengthening public trust in digital health
inside or outside the context of a public
health emergency.

Promote ethics, governance and security in
handling and processing data for research or
for other data-sharing requirements for the
public good.

Identify the core competencies of digital
health literacy that might be included in
education and training curricula of health
professionals and allied workers.

Medium-term (2-4 years)

Support Member States to identify

and implement appropriate digital

health interventions combined with
appropriate health and data content across
interoperating digital systems to address
quality, coverage and equity goals within the
health system.

Scan the landscape of projects and initiatives
that use population health management and
gender-equality approaches through digital
health solutions to move health and well-
being from reactive care models to active
community- based models.

Collaborate with the Secretariat in supporting countries in prioritizing an accessible tool for
literacy in digital health technologies, digitization, digitalization and change management.

Collaborate with the Secretariat in developing a framework allowing individual feedback in
validating the performance of digital health tools and services, with partners’ expertise.

Support the Secretariat in developing global minimum standards for electronic patient health

records and their implementation.

Long-term (4-6 years)

health service with a focus on patient’s
managed quality of service.

Synthesize international research results and
disseminate evidence on the contribution of
digital health interventions to performance
of health systems and their impact on
people- centred outcomes, including
universal health coverage, with an essential
package of interventions.

Develop and promote the use of tools that
support digitalizing processes at health
service centres or relevant occasions

with a focus on patients’ empowerment,
standardized processes and managed quality
of service.



STRATEGIC OBJECTIVE 4: ADVOCATE PEOPLE-CENTRED HEALTH SYSTEMS THAT ARE ENABLED BY DIGITAL HEALTH

Proposed Actions

Short-term (1-2 years) Medium-term (2-4 years)

Support the Secretariat in developing global guidance on personalized medicine and its
implementation.

Support the Secretariat in developing ethics frameworks for technologies for health, and
supporting countries in strengthening public trust in digital health including in the context of a
public health emergency.

Support countries to adopt and effectively use person-centric digital technologies for the
health workforce to facilitate evidence-based decision-making and strengthen health systems’
accountability.

Support countries to identify and implement appropriate digital health interventions, including
in the context of a public health emergency combined with appropriate health data across
interoperating digital health systems to achieve increased quality, coverage and accessibility of
health care.

Long-term (4-6 years)
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